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Table E1 Oualitative measures of consequence or impact

Level Descriptor Example detail description
1 Insignificant No injuries, low financial loss
2 Minor First aid treatment, on-site release immediately contained,

medium financial loss

3 Moderate Medical treatment rtquirrd. on-site release contained with
outside assistance, high financial loss

4 Major Extensive injuries, loss of production capability, off-site release
with no detrimental effects, major financial loss

5 C:nasmsphi: Death, toxic release off-site with detrimental effect, hugc

financial loss

~NoTE: Measures used should reflect the needs and nature of the organization and activity under
study.

Table E2 Qualitative measures of likelihood
Level Descriptor Description
A Almost certain Is expected to occur in most circumstances
B Likely Will probably occur in most circumstances
C Possible Might occur at some time
D Unlikcly Could occur at some t'imc
E Rare May occur only in exceptional circumstances
NoTE: These tables need to be tailored to meet the needs of an individual organization.
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Table E3 Qualitative risk analysis matrix—level of risk

Consequences
Insignificant Minor Moderate Major Catastrophic
Likelihood 1 2 3 4 5
A (almost certain) H H E E E
B (likely) M H H E E
C (moderatc) L M H E E
D (unlikely) L L M H E
E (rarc) L L M H H

~NoTE: The number of categories should reflect the needs of the study.

Legend
E: extreme risk; immediate action required
H: high risk; senior management attention needed
M: moderate risk; management responsibility must be specified
L: low risk; manage by routine pmccdurcs

Evaluated and ranked risk |
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options
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Select treatment strategy |
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Step 1 : Establish the Context
+ extemnal context
» intemal context

Step 2 : Identify Risks
= what can happen, when, where and how
- identify key processes, tasks, activities

+ risk management context
« risk criteria (i.e. threshold levels)
« define the structure

= recognise risk areas
= define risks
= categorise risk

Step 3 : Analyse Risks

= identify controls

——={ = determine likelinood

» determine consequence/impact
= determine level of risk

l

Step 6 : Monitor and Review Risks. Step 4 - Evaluate Risks
« process * identify tolerable/unacceptable risks
= environment (refemring risk rating against risk criteria)
= organisation « prioritise risks for treatment
* strategy
» stakeholders

Accept/Retain E

e Step 5 : Treat Risks | ————] -smmce

documented - oufsoureing

procedures/policy

Avoid Reduce likelihood

« consider discontinuing or « controls

avoiding activity Reduce consequence « process improvement

= consuit * Business Continuity Plans * fraining & education

« risk treatment preferable to - contractual arrangements « policies and communication

risk aversion = public relations « audit and compliance

Communication & Consultation in the risk management process
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